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THE DATA DANGER

A RISKY
BUSINESS

Our personal data must be protected from criminals who want
to defraud us out of money. Businesses are the custodians of

customer data so are at the front line in the war against fraud.

The danger is not new — but the nature of it has changed due to the
digital revolution. Companies have to protect their paperwork, ensuring it
is securely stored and destroyed, and they also need to be aware of cyber
threats. A study at the end of 2018 showed that four in ten firms suffered
a cyber security breach in the previous 12 months. For businesses with 250

or more employees, that rises to 72%.

THE ALARMING NUMBERS

The alarming numbers come from the Cyber Security Breaches
Survey, a research project put together by pollsters and academics

for the UK Government.
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Many businesses don’t handle or dispose of their

paperwork properly either. Studies have shown that:

40%
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Only 27% One in four
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In March 2018, Google discovered a bug in the API for Google+
that allowed third party app developers to get hold of the data of
users and their friends. The breach wasn't revealed until October
with potentially 500,000 accounts affected and up to 438

third-party apps able to access private information.*

The Information Commissioner’s Office found that Wolverhampton
City Council threw confidential waste — featuring names, dates of
birth, employment records, medical records and bank details - into

a skip on an industrial estate.®

A £250,000 fine was issued to Scottish Borders Council when
employees’ pension records were found in a supermarket’s paper

recycling bank.®

In the US, telecoms giant T-Mobile announced hackers had
obtained the details of about two million customers. The data
taken included customers’ name, zip code, phone number, email

address, account number, and account type.?

More than 850,000 pieces of paperwork were lost by the NHS
in the UK. Some of the documents - including sensitive health

data — were sent to an outsourcer by mistake.®

In September, hackers gained access to 30 million Facebook

Lo | accounts. In 14 million cases, users’ basic contact information w
)
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In November, hotel chain Marriott revealed that its Starwood guest
database had suffered from an issue that could have dated back to
2014. 500 million customers’ data was taken, including names,

addresses and contact details. 1

The UK Government admitted to losing thousands of papers

after misplacing sensitive documents it had removed from the

National Archives. "

REPUTATION TRUST

FINANCIAL PRODUCTIVITY LEGAL
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The highest profile breach so far came

from British Airways. The airline was fined O

a record £183 million after a breach of its
security saw information of about 500,000 ﬁ
customers taken. The data included credit

card details, names and addresses, login

information and travel bookings.™®

The personal data of customers and clients is highly valuable to criminals
and they're always looking for new ways to get their hands on their
valuable resources. While businesses can never fully eradicate the risk — it

is possible to reduce the chances of falling a victim to this sort of crime.

v Invest in security software

e Update software

v Have a plan/policy

e Update passwords

e Encrypt and backup key data

e Shred key paperwork
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e Insurance

v Be wary of BYOD

v Use privacy screens

° Open communication

e Protect your printer

v Restricted access

We protect what matters. § Shred-it
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